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ABSTRACT 


The U.S. maritime domain includes vast resources and enables transportation of goods 
and services across the globe. Similar to all critical infrastructures and key resources, the 
maritime domain can be exploited to cause harm to people and disrupt economic stability. 
The President’s National Strategy for Maritime Security and the U.S. maritime security 
framework is designed to deter, prevent and respond to a broad range of threats and 
exploitations. The U.S. maritime security system has evolved over the past decade and 
faces significant challenges including severe budget reductions, gaps between national 
guidance and specific roles and responsibilities assigned to federal agencies, and lack of 
interoperability among disparate logistic, training processes and operational command 


centers within the Department of Homeland Security (DHS). 


Within the DHS, the United States Coast Guard and Customs and Border 
Protection execute the preponderance of maritime security missions. They struggle with 
aging air and marine assets and continuous interoperability challenges. The long-term 
solution includes a new alignment of air and marine resources and capabilities under one 
agency within the department, which will increase efficiency and reduce duplication of 
effort and costs, while maintaining a sustainable and layered maritime security posture in 


support of the President’s strategy. 
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I. A SUSTAINABLE MARITIME SECURITY SYSTEM? 


A. INTRODUCTION 


The September 11, 2001 attacks in the United States resulted in significant 
enhancements to existing maritime security documents and inspired the creation of new 
laws and strategy documents that addressed foreseeable threats and security concerns. 
Although many vulnerabilities and threats may have already existed, the 9/11 attacks set 
a new precedent for heightened awareness, security and defense posturing in the maritime 
domain. Post-9/11 national strategies and Congressional acts were designed to increase 
this nation’s ability to deter, prevent and respond to terrorist acts. Translating a strategic 
goal that states ‘prevent and disrupt terrorist attacks’ to actual executable tasks at the 
operational and tactical level requires an enormous amount of coordination between 
agencies and resources. The maritime domain, in particular, requires a sustainable and 
layered security posture (Papp, 2011b). Sustainability accounts for 24/7 operations, 
throughout the year, and includes the capacity to rotate resources in and out of 
operational missions for maintenance and recovery. A layered posture includes security 
forces that operate from the U.S. shoreline and critical ports and include capabilities in 
and beyond territorial waters and the Exclusive Economic Zone (EEZ), and extend to 
international ports. The current framework that supports maritime strategies is facing 
challenges that reduce its ability to provide a sustainable and layered security posture. 
The author examines the sources of these systemic pressures and identifies or proposes 
areas of reform to improve the effectiveness and efficiency of the maritime security 


system in the near and long-term future. 


The focus is on the United States Coast Guard (USCG) and Customs and Border 
Protection (CBP). As both a component of the DHS, and as a long-time lead agency in 
the nation’s maritime security, the USCG faces severe challenges in sustaining a 
maritime security posture prepared to support the President’s Maritime Security Strategy 
and applicable laws. In responding to the Haiti earthquake, for example, 10 of the 12 
Coast Guard (CG) cutters, which now average 40 years of age, suffered severe 
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breakdowns, and two had to leave their duty stations and return to homeport or dry dock 
for emergency repairs. The USCG also showed signs of system wide strain in responding 
to Hurricane Katrina and the explosion of Mobil Offshore Drilling Unit Deepwater 
Horizon (Papp, 2011a). Similarly, CBP, and more specifically, the CBP’s Office of Air 
and Marine (OAM) faces sustainability challenges including an aging fleet of aircraft, 
facilities in need of repair, and salary payments for personnel hired to fill critical mission 


vacancies (U.S. House of Representatives, 2010, p. 3). 


Beyond its abilities to perform essential missions, since 9/11, the USCG has 
embraced an expanded set of responsibilities within maritime security and the maritime 
transportation system (Papp, 2011b). Subsequent chapters discuss these new roles and 
responsibilities. In the end, however, the author argues that these sustainability 
challenges, combined with expanded duties, require the USCG to forge a two-track 
strategic initiative for sustainability. One track aggressively bolsters efforts to improve 
core capabilities. The second embraces new collaborative efforts involving other 
Department of Homeland Security (DHS) components, especially CBP, to align better the 
way in which limited capabilities can contribute to achieving an expanding set of 
requirements. These collaborative efforts must include changes in allocation of resources, 
capabilities and finances. If these changes do not occur, the effectiveness and efficiency 


of the maritime security system as a whole will falter. 


To begin, Chapter I is organized around three initial or background tasks. The 
first is to describe the persistent and changing nature of maritime threats against which 
the maritime security systems effectiveness must be evaluated. Second, the national 
strategies, Congressional acts and statutes that provide a framework for the maritime 
security system are reviewed. Finally, principle federal agencies responsible for 


supporting this maritime security framework are discussed. 


1. Nature of the Maritime Threat 


Terrorist attacks, such as the bombing of the USS Cole in 2001, the explosion 
onboard Superferry-14 in 2004, and the use of small boats for the 2008 Mumbai attacks, 
demonstrate terrorists’ capabilities of exploiting the maritime environment. The 
vulnerabilities in the maritime domain are vast, and require a multitude of prevention 


techniques and layers of security capabilities. 


The United States National Strategy for Maritime Security (NSMS) categorizes 
maritime threats into nation threats, transnational criminal and piracy threats, 
environmental destruction, and illegal seaborne immigration (U.S. Department of 
Homeland Security, 2005a, p. iii). Persons or organizations that wish to harm or threaten 
the U.S. maritime infrastructure may use explosive laden suicide boats to attack high 
interest vessels or offshore oil platforms, or utilize underwater explosive delivery 
vehicles or mines to destroy or threaten a port facility. Maritime threats may be deployed 
in small or large vessels, and can originate from across the globe, or from a local U.S. 
port. Developing and executing a layered security strategy to mitigate all possible 


maritime threats is a daunting task. 


At the same time, the U.S. maritime transportation system enables approximately 
95% of U.S. overseas trade, which consisted of two billion tons and almost $800 billion 
of domestic and international freight each year. In addition to serving as a critical 
highway for the global highway, the maritime domain presents unique security challenges 
that encompass vast stretches of oceans, waterways and countless potential points of 
entry. The United States has the world’s largest EEZ, and over 95,000 miles of coastline, 
10,000 miles of navigable waterways and 361 ports, including eight of the world’s 50 
highest volume ports. In 2005, off shore activities contribute over $120 billion and two 
million jobs to American economic prosperity (U.S. Department of Homeland Security, 
2008, p. 9). The maritime security system also protects and services more than 141 
million U.S. residents who live within 50 miles of the coast (U.S. Coast Guard, 2006, p. 
5). 


Vessels can be used as Waterborne Improvised Explosive Devices (WBIED), as 
demonstrated by the attack on the USS Cole in October 2000, as well as conveyance for 
smuggling weapons of mass destruction (WMD), a radioactive dispersal device (RDD), 
or terrorists into the United States. Small vessels, characterized as vessels under 300 
gross tons, in particular, are susceptible to these risks because many are not registered, or 


tracked utilizing the Automatic Identification System (AIS). 


To counter these broad range of threats, the USCG utilizes all available recourses, 
and in 2010, CG forces conducted more than 2,400 security boardings of high interest 
vessels, 17,000 security boardings of small vessels, more than 4,400 escorts of high- 
capacity passenger vessels or high value U.S. naval vessels, and more than 850 escorts of 


vessels carrying certain dangerous cargoes (Papp, 201 1b). 


2s United States Maritime Security Framework and Players 


As Congress rushed to establish a new security framework following the 9/11 
attacks, The Homeland Security Act of 2002 (Homeland Security Act, 2002) moved the 
USCG into the newly created DHS. The purpose was to enhance the ability of various 
established agencies to work together and improve information sharing and joint 
operations. The USCG shared in the department’s overall goals, which included the 


following primary missions. 


e Prevent terrorist attacks within the United States 

e Reduce the vulnerability of the United States to terrorism at home 

e Minimize the damage and assist in the recovery from terrorist attacks that 
occur 

e Ensure that the overall economic security of the United States is not 
diminished by efforts, activities, and programs aimed at securing the 
homeland 


The President subsequently issued a series of directives designed specifically to 
shape agency missions to counter post-9/11 threats. In particular, The President’s 
Maritime Security Policy was established through National Security Presidential 
Directive NSPD-41 and Homeland Security Presidential Directive HSPD-13, signed on 
December 21, 2004. NSPD-41 and HSPD-13 established policy guidelines and directed 
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the coordination of maritime security agencies to achieve a comprehensive maritime 
security program. This directive also established the Maritime Security Policy 
Coordinating Committee to coordinate interagency maritime security policy efforts. The 
term “maritime domain’ is introduced in this directive and is defined as: “All areas and 
things of, on, under, relating to, adjacent to, or bordering on a sea, ocean, or other 
navigable waterway, including all maritime-related activities, infrastructure, people, 
cargo, and vessels and other conveyances” (Homeland Security Presidential Directive 13, 


2004). 


The implementation of these directives resulted in the National Strategy for 


Maritime Security, and eight supporting plans.! 


By Presidential and Congressional authority, the new DHS also took on the 
responsibilities and role of executing and implementing the key components of a 
sustainable maritime security posture. With the exception of the United States Navy and 
its parent agency the Department of Defense, the DHS contains the two largest maritime 
agencies in the United States. It also must pursue and balance a myriad of national 
priorities outside of the maritime security domain. Its vision and mission only hint at the 


breadth and scale of the department’s responsibilities. 


DHS Vision: Preserving our freedoms, protecting America...we secure 
our homeland (U.S. Department of Homeland Security, 2011). 


DHS Mission: The Department of Homeland Security will lead the unified 
national effort to secure America. We will prevent and deter terrorist 
attacks and protect against and respond to threats and hazards to the 
nation. We will ensure safe and secure borders, welcome lawful 
immigrants and visitors and promote the free-flow of commerce (U.S. 
Department of Homeland Security, 2011). 


! The National Strategy for Maritime Security includes eight supporting plans, which are listed in no 
particular order: The National Plan to Achieve Maritime Domain Awareness, The Global Maritime 
Intelligence Integration Plan, The Maritime Operation Threat Response Plan, The International Outreach 
and Coordination Strategy, Maritime Transportation System Security Recommendations, The Maritime 
Transportation System Security Plan, The Maritime Commerce Security Plan, and The Domestic Outreach 
Plan. 


In February 2010, the DHS attempted to thoroughly review and consolidate its 
missions and organization through launching its first Quadrennial Homeland Security 
Review Report (QHSR). Facing its fundamental challenge of integrating 22 agencies into 
one cabinet level department, while maintaining each component’s authorities as 
authorized by U.S. Code, the Quadrennial Homeland Security Review outlined five 
overarching missions, followed by supporting goals, to bring coherence and strategic 
direction to the entire enterprise. The DHS Bottom-Up Review, published six months 


later, attempted to align various department programs to each of these missions. 


These efforts to establish a strategic mission for DHS and its components have 
resulted in various strengths and weaknesses. Many of these are the subject of discussion 
in the following chapters. Yet, from the outset, especially for the USCG and CBP, this 
continuous search for identifying and alignment of missions and priorities resulted in an 
expansion of maritime capabilities and repetitive attempts to lead federal, state and local 
maritime components towards better integration and interoperability in the maritime 


domain. 


3. Lead Federal Agencies in Maritime Security 


The two federal agencies that maintain the largest aviation and vessel maritime 
law enforcement capabilities are the USCG and CBP. As components of the DHS either 
moved there or were created through a merger of former independent agencies, both 
share a history of collaborative efforts to support of the National Maritime Security 
Strategy. In particular, following the 9/11 attacks, the Maritime Transportation Security 
Act of 2002, and the Safe Port Act 2006, sought to create within both the USCG and CBP 
robust maritime security strategies with extensive investments in assets, personnel, and 
training to support a national maritime security strategy (U.S. Department of Homeland 


Security, 2010c). 


The Maritime Transportation Security Act of 2002 (MTSA of 2002), preceded 
both Presidential directives, and tasked the DHS and Department of Transportation 
(DOT) and its components to improve the maritime security system and maritime policy, 


including the identification of critical assets and infrastructure, and the assessment of 
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their weaknesses, which included, for example, a plan to screen containerized cargo and 
protect accessible port facilities. The MTSA of 2002 also directs the USCG to lead these 
efforts through Area Maritime Security Committees (AMSC) and the development of a 
Maritime Transportation Security Plan(s). The vulnerabilities presented in the MTSA, 
and the authorities and resources designed to address these vulnerabilities cross DOT and 
DHS jurisdictions. More specifically, U.S. ports, which handled 95% of U.S. overseas 
trade, at that time, require coordination between the USCG and CBP, as well as state, 
local, and private entities. The AMSC was designed to bring these stakeholders together 
and develop a coordinated and cohesive security plan. The roles and responsibilities of 
the USCG and CBP in support of MTSA, and their efforts to coordinate among the 


maritime stakeholders, are discussed in upcoming chapters. 


B. THE ROAD AHEAD 


This thesis reviews the Quadrennial Homeland Security Review, the Bottom-Up 
Review and the most current agency initiatives to continue to focus on maritime 
authorities, capabilities, and resources that exist within the department, specifically 
within the USCG and CBP, to meet mission requirements. The Government 
Accountability Office (GAO) conducted a report in 2005 that highlighted, for instance, 
progress and shortcomings in addressing efforts to facilitate the coordination of air and 
marine assets of the USCG and CBP (Government Accountability Office, 2005). The 
report recommended that the DHS clarify the roles and responsibilities of the USCG and 
CBP in their homeland security missions and that senior leaders promote improved 


coordination. Many of their critical observations and suggestions remain true today. 


The following chapters describe the critical elements of the maritime security 
framework, and its strengths and weaknesses. Chapter II describes how the current 
maritime security enterprise has evolved over time, and how post-9/11 Presidential 
directives and Congressional acts have influenced the operational effectiveness of key 
maritime security players. Chapter HI analyzes the complexities and weaknesses in the 
maritime security posture, including budgetary issues, logistics, capabilities, authorities 


and resources that exist in the DHS. Chapter IV describes ongoing initiatives with in the 
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DHS and other maritime stakeholders designed to promote interoperability, further 
supporting the argument that the DHS requires necessary change to support long-term 
maritime security objectives. Chapter V_ presents a near-term and long-term 
recommendation for a sustained maritime security posture, as well as the challenges 
associated with these recommendations. The long-term solution includes a new alignment 
of air and marine resources and capabilities under one agency within the department to 
increase efficiency and reduce duplication of effort and costs, while maintaining a 


sustainable and layered maritime security posture in support of the President’s strategy. 


Recent congressional testimonies from USCG Commandant and CBP 
Commissioner describe the challenges each agency faces as they struggle to support their 
operations. In 2006, both agency leaders signed a charter implementing a ‘Senior 
Guidance Team’ (SGT) designed to address logistics, interoperability and training issues 


that exist under the current construct. 


These actions are valuable and evolving. The SGT represents the beginning of 
much needed reform of maritime efforts within the DHS. Nevertheless, this thesis argued 
that reform is required at the SGT level and higher to overcome serious tensions and 
weaknesses within the maritime security system. The USCG is facing severe difficulties 
in sustaining its maritime security posture. The USCG and CBP continue to struggle with 
interoperability in the maritime domain. The DHS budget cannot fully support two 
separate air and marine initiatives. These and other challenges demonstrate a gap between 
the national strategy and the roles and responsibilities of DHS’ primary maritime 


agencies and their capabilities. 


The “one DHS” concept is also a cornerstone of the analysis that follows. In 2009, 
DHS Secretary Napolitano identified “unifying DHS” as one of the department’s top 
priorities (Testimony of Secretary Janet Napolitano, 2009). Seizing the opportunity to 
reform and realign the way the USCG and CBP work together to strengthen the nation’s 
maritime security framework is a strategic initiative that demonstrates the value of 
unifying the DHS and is essential to sustaining the historic lead role and responsibility of 


both the USCG and CBP. 


I. U.S. MARITIME SECURITY FRAMEWORK 


A. HOW THE U.S. MARITIME SECURITY FRAMEWORK EVOLVED 


This chapter describes how the current maritime security enterprise has evolved 
over time, and how this change has influenced the operational effectiveness of key 
maritime security players. The previous chapter briefly introduced current Presidential 
directives and Congressional acts that represent the backbone of our maritime security 
framework. This chapter expands on those key documents to include a discussion on how 
key players, as well as federal agencies, and maritime stakeholders, interact under the 


current framework. 


Safety, security, and defense, have always been important missions in the 
maritime domain. Federal maritime agencies, including the U.S. Navy and the U.S. Coast 
Guard began developing plans to combat terrorism as early as the 1980s, and continued 
through the 1990s during Operation Desert Storm. In 1984, the U.S. Navy (USN) and 
USCG established a plan for defense of U.S. territorial waters and U.S. ports under the 
Maritime Defense Zone (MARDEZ) plans. These zones were primarily designed to 
conduct port security, harbor defense and coastal warfare in the continental United States 
from known state actors. The Chief of Naval Operations (CNO) and Commandant of the 
Coast Guard signed the MARDEZ memoranda, that, when activated, would place the 
USCG Area Commanders under USN Fleet Commanders, as well as assign USN forces 
to the USCG Area Commanders for execution of assigned missions. Remarkably, despite 
this established framework, the MARDEZ concept was not utilized following the attacks 
on September 11. Consequently, this concept has been re-evaluated and revised. New 
Memorandum of Agreements (MOAs), signed by the Secretary of Defense and the 
Secretary of Homeland Security in 2004, designate USCG Area Commanders as 


‘Defense Force Commanders’ of East or West Coast operations, depending on the 
location(s) of the event(s).2 Fortunately, is has not been necessary to activate these 


MOAs. 


Meanwhile, during the years preceding the September 11 attacks, federal 
agencies, including the USCG, U.S. Customs Service, Border Patrol, and Immigration 
and Naturalization Service, maintained a law enforcement presence throughout the U.S. 
coastline, with various levels of capabilities to combat maritime incursions, such as 
illegal drug and human trafficking, and illegal immigration. The U.S. Customs Service 
monitored and enforced container shipping and customs regulations, and, of course, the 
USCG has always maintained a strong presence to enforce boating safety, environmental, 
and fisheries regulations. The years following Operation Desert Storm (1990s), the attack 
on the USS Cole (2000), and the September 11 attacks (2001), the U.S. Government 
continued to develop policies that accelerated the roles and responsibilities of federal 


agencies with maritime capabilities and authorities. 


The Homeland Security Act of 2002, (Homeland Security Act, 2002), and the 
Maritime Transportation Act of 2002 (Maritime Transportation Security Act, 2002) are 
the first of these government enacted directives that influence today’s U.S. maritime 
security enterprise. These two laws were enacted on the same day, November 25, 2002, 
and their influence on the maritime roles and responsibly of the USCG and CBP are 


discussed in this section. 


As discussed in Chapter I, The Homeland Security Act of 2002 created the DHS, 
and brought the USCG, in addition to 21 other agencies under this new department. This 
act identified the primary missions of the DHS, as well as specified that the standing 
missions of the USCG would be preserved under their existing construct. For example, 


the USCG has 11 statutory missions as defined in 6 U.S. Code § 446 (U.S. Coast Guard, 


2 The MOA between DoD and DHS for DoD support to the USCG for Maritime Homeland Security 
establishes an operational construct for DoD support to maritime security missions under the authority and 
control of DHS, when exercised through the USCG. Similarly, the MOA between the DoD and the DHS 
for the Inclusion of the USCG in Support of Maritime Homeland Defense establishes the construct for 
USCG support to DoD maritime homeland defense operations. 
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2009). Upon transfer to the DHS, these 11 missions were preserved, and the Homeland 
Security Act of 2002 divided them into ‘homeland security’ missions and ‘non-homeland 
security missions’ (Homeland Security Act, 2002, §888). 

e USCG Homeland Security Missions: 


e Ports Waterways, and Coastal Security 
e Drug Interdiction 

e Migrant Interdiction 

e Defense Readiness 

® Other law Enforcement 


° USCG Non-Homeland Security Missions 


e Maritime Safety 

® Search and Recue 

® Aids to Navigation 

e Living Marine Resources (Fisheries Law Enforcement) 
e Marine Environmental Protection 

e Ice Operations 


Following the enactment of this act, the USCG maintained its fundamental roles 
as a leader in maritime safety, maritime security, and maritime stewardship. Additionally, 
the USCG entered the DHS with a robust fleet of aircraft, vessels, professional law 
enforcement officers, and most importantly, a broad range of authorities. The USCG’s 
Title 14 law enforcement and Title 10 defense authorities offer the DHS a full range of 
options when executing missions in the maritime domain. The next chapter discusses the 
USCG authorities and capabilities and their relationship with other agencies within the 


DHS. 


Unlike the USCG, CBP was not a pre-existing federal agency; instead, CBP was 
created in 2003 to serve under the DHS, and absorbed personnel, missions, commitments, 
facilities and assets from the U.S. Customs Service, Border Patrol and the Immigration 


and Naturalization Service. The specific roles and missions that CBP performs today 
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have continued to evolve with national and departmental guidance. More specifically, the 
evolution of CBP’s maritime security missions and capabilities has paralleled the 


USCG’s as both agencies responded to national and DHS guidance. 
B. POST 9/11 MARITIME SECURITY INITIATIVES 


The MTSA of 2002 and Homeland Security Act of 2002 were enacted during the 
same congressional session, and together, fed significant maritime security initiatives in 
the DHS. MTSA amended the Merchant Marine Act of 1936, and further defines security 
programs for seaports and the maritime transportation system. MTSA directed increased 
responsibilities for both the USCG and U.S. Customs, and also established grants and 
funding for specific projects. For example, the USCG was directed to establish Maritime 
Security and Safety Teams (MSST) to enhance domestic maritime security capabilities. 
These teams would be responsible for protecting vessels, harbors, port facilities, cargo, 
and coordinate with other federal, state, and local law enforcement and emergency 
response agencies (Maritime Transportation Security Act, 2002, § 70106). By 2005, the 
USCG had established 12 MSSTs located at strategic ports throughout the nation. 
Currently, 11 MSSTs are in operation. Due to budget constraints in 2011, the MSST in 
Anchorage, Alaska was disassembled. Meanwhile, MTSA of 2002 directed CBP to 
develop a cargo security program that would screen and detect dangerous items from 
reaching the United States. In addition to enhancing container-screening capabilities at 
ports, CBP began expanding their air and small boat fleet, and in 2006, consolidated all 
air and marine assets under CBP’s Office of Air and Marine Branch. Due to increased 
visibility on threats and vulnerabilities in the maritime domain, weather real or 
conceptual, the USCG and CBP continued to build and employ robust, yet duplicative, 


capabilities to protect seaports and the maritime transportation system. 


The National Maritime Security Strategy, published in 2005, also contributed to 
the expansion of federal, local, tribal and private maritime security interests. Unlike the 
Congressional acts that directed specific programs and included funding and grant 
programs, the National Strategy and supporting plans provide a ‘vision’ for security, to 


include extremely broad mission statements and objectives, such as “Protect Maritime- 
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Related Population Centers and Critical Infrastructure” (The National Strategy for 
Maritime Security, 2005, p. 9). These plans do not specify which agency, or in what 
manner, an agency shall execute a particular mission. Consequently, the USCG and CBP 
responded by developing their individual strategies that captured the national and DHS 
guidance, and began parallel planning, purchasing and execution of maritime security 


missions. 


Additionally, both the USCG and CBP have dutifully reported all maritime 
initiatives and expenditures to multiple congressional committees throughout the year, 
every year beginning in 2003. Nevertheless, the first GAO report that finally addressed 
effective collaboration of DHS air and marine resources was in 2005, followed by the 
establishment of a ‘Senior Guidance Team’ to evaluate opportunities for collaboration, 
and finally, the first DHS internal efficiency review began in 2009. The following 
chapters discuss the current status of these initiatives and USCG and CBP assets, 


capabilities, and duplicative efforts. 
C. MARITIME SECURITY STAKEHOLDERS 


While the USCG and CPB are the federal agencies with the largest air and marine 
resources and capabilities, many more federal, state, local and private entities comprise 
the current U.S. maritime security enterprise. The President’s National Strategy for 
Maritime Security acknowledges that the roles and responsibilities cross many 


departments. 
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Figure 1. | Cabinet Level and Government Agencies with Roles and Responsibilities in 
the Maritime Domain.3 


To facilitate collaboration among these federal entities, National Security 
Presidential Directive-41/Homeland Security Presidential Directive-13 established The 
Maritime Security Interagency Policy Committee. Also, as a result of one of the 
supporting plans, The National Plan to Achieve Maritime Domain Awareness, an 


additional committee, the MDA Stakeholders Board, was established. 


3 Department Of Commerce (DOC), Department of Energy (DOE), Domestic Office of the Director of 
National Intelligence (ODNI), Domestic Nuclear Detection Office (DNDO), Department of the Interior 
(DOI). 
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Figure 2. Key maritime security committees/boards established as a result of National 
Strategy. 


The Maritime Security Interagency Policy Committee is co-chaired by a National 
Security Council (NSC) and Homeland Security Council (HSC) representative, and 
membership includes cabinet-level departments, federal intelligence offices, and the Joint 
Chiefs of Staff (Homeland Security Presidential Directive-13, 2004). This committee is 


designed to coordinate analysis, review and development of all national guidance. 


Two years later, in 2007, the National Maritime Doman Awareness Stakeholders 
Board (MDA SHB) was established. This board is lead by Executive Agents for MDA 
from DHS, Department of Defense (DoD), DOT and the Intelligence Community. 
National Maritime Domain Awareness Stakeholders Board (SHB) includes members 
from U.S. agencies with missions or responsibilities in the maritime domain. The 
National Concept of Operation established the committee for maritime domain 
awareness. This concept of operations was developed to execute the National Plan to 
Achieve Maritime Domain Awareness (MDA Plan), which is one of the supporting plans 
of National Strategy for Maritime Security and National Security Presidential Directive- 


41/Homeland Security Presidential Directive-13. 
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Figure 3 attempts to display the flow of information that exists at the national 
level. Utimatley, the framework should provide a coordinated and effective flow of 
recommendations that pertain to maritime issues that will result in updates to strategic- 


level guidance. 








Figure 3. — Flow of information at the national level. 


Maritime Security policy recommendations flow from the SHB, through the 
National Maritime Coordination Office (NMCO), the Maritime Security Interagency 
Policy Committee (MSIPC) to the National Security Council for consideration and 


implementation. 


The next essential pieces of U.S. maritime enterprise are the state and local 
maritime entities. Fortunately, these equities were recognized in 2002, immediately 
following the creation of the DHS. To include all local entities in domestic and port 
security planning, the Maritime Transportation Security Act of 2002 established the 


requirement for a National Maritime Security Committee and AMSC at designated ports. 


WEVeiabests National/Area 
Transportation WEVelateets Area Maritime 


Security Act of Security Security Plans 
YAU Committees 





Figure 4. The Maritime Transportation Security Act of 2002 established the 
requirement for a National Maritime Security Committee and AMSC. 


The USCG Captain of the Port is designated the Federal Maritime Security 
Coordinator (FMSC) for a port, and leads quarterly area maritime security committees 
and oversees the development and regular review of the Area Maritime Security Plans 
(AMSP). To support the communications between committee members, the USCG 
maintains a website called “HOMEPORT,” which supports the sharing of sensitive 
information among federal, state, local and private maritime regulatory or security 
personnel. At the port operational level, this framework offers an excellent venue for 
information sharing, but participation is not enforced. Participation by local and private 


entities is driven by incentives that would benefit that company or agency. The USCG 
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and CBP are both members of the National and Area Committees; however; only the 
USCG is specifically designated by name in MTSA of 2002 as the agency responsible for 


the committee and plans. 


The framework of the U.S. maritime security enterprise has evolved over time. 
The most significant changes to the U.S. federal framework occurred after 9/11 and the 
enactment of the Homeland Security Act of 2002 and the Maritime Transportation 
Security Act of 2002. Aside from the USN, which operates as a military service in the 
DoD, the USCG and CBP are the next two largest maritime agencies in the United States, 
and subsequently, both reside in the DHS. The national guidance adequately addresses all 
possible threats, and prioritizes national objectives to preserve this country’s safety and 
economic well-being. The shortfall exists in the DHS framework. The DHS has not 
adequately assigned roles and missions to its subordinate agencies. Although the DHS 
was restricted from altering USCG missions, no evidence exists to support a DHS 
initiative to minimize duplication of effort in the early stages of the department’s 
existence. Upon their transfer to the DHS, the USCG and CBP embraced the challenge of 
fulfilling all maritime security missions and objectives. Unfortunately, despite the 
established committees and multiple congressional oversight committees, the department 
itself did not regulate the growth of CBP or USCG maritime initiates. The next Chapter 
describes the challenges that DHS faces in terms of supporting the President’s strategy 


while balancing two agencies with duplicative capabilities and authorities. 
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HI. COMPLEXITIES AND WEAKNESSES IN THE MARITIME 
SECURITY SYSTEM 


The U.S. maritime security system is built around strategic guidance and 
Congressional acts, as discussed in Chapter I, and involves multiple stakeholders and 
cooperation at multiple levels. DHS maritime security initiatives have grown to meet the 
demands of this guidance, but due to the complexity of integrating legacy agencies into a 
“one DHS,” and further challenged with a depressed economy, the maritime security 
system is left with major weaknesses. DHS’ leaders have recognized some of these 
weaknesses through its 2010 internal department reviews, specifically its QHSR and a 
Bottom-Up Review (BUR). Still, the reviews only touched the surface of the system’s 
problems. This chapter focuses on weaknesses that exist within the DHS, specifically, 
budgetary and logistics sustainment issues, duplicative capabilities and resources, and 


overlapping authorities. 


While both of these reviews provided a clear outline of the department’s goals, 
objectives, and ongoing initiatives, they actually failed to acknowledge openly the true, 
underlying inefficiencies that influence the department’s ability to sustain a capable 
maritime security posture. For instance, very little was discussed about interoperability or 
the budgetary shortfalls needed to support programs that prevent terrorist attacks, such as 
the CBP’s Strategic Air and Maine Plan and the USCG’s fleet recapitalization 


requirements. 
A. BUDGETARY CHALLENGES 


The DHS Fiscal Year (FY) 12 Budget in Brief and the BUR illustrate the 
budgetary challenges the DHS is facing. For instance, the BUR identifies similar, but 
separately funded programs under CBP and USCG that support the same mission, 
“Securing and Managing our Borders.” Listed as “CBP Air and Marine “and “USCG 
Drug and Migrant Interdiction,” these activities are being developed separately, yet are 
ultimately designed to combat the similar maritime threats. While the BUR acknowledges 
the various programs, such as the CBP Strategic Air and Marine Plan, and the CG HC- 
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144A Maritime Patrol Aircraft and Fast Response Cutter-B Class programs, it does not 
address the fact that these programs will be developed under different and separate 
acquisition programs, and will be maintained under separate logistic processes. The 
internal review documents do not address the vast number of resources hours spent 
determining how to make these resources interoperable. The QHSR, BUR, and Budget in 
Brief also avoid discussing redundant acquisition programs, such as the CBP and USCG 
acquisition programs for Unmanned Aircraft Systems (UAS) (U.S. Department of 
Homeland Security, 2010c, Annex D, p. D—2). 


B. FY12 DHS BUDGET AND COMPETING DEMANDS FOR SIMILAR 
RESOURCES 


The DHS FY12 Budget In Brief outlines the overall department budget request, in 
addition to a description of each agency and individual agency budget requests. The DHS 
FY12 budget request is $57.0 billion in total funding. DHS Secretary Napolitano’s 
testimony to Congress emphasized that the FY12 budget is designed to match the 
department’s comprehensive strategy to meet the nation’s homeland security needs. 
Further, her testimony referenced the QHSR and the Bottom-Up Review as the 
department’s efforts to align DHS programmatic activities and organizational structure to 
serve the department’s missions and goals better (Testimony of Secretary Janet 


Napolitano, 2011). 


The following six missions are identified in the FY12 budget, which include a 


sixth mission not previously identified in the QHSR or Bottom-Up Review. 


® Mission 1: Preventing Terrorism and Enhancing Security ! 

e Mission 2: Securing and Managing Our Borders 

e Mission 3: Enforcing and Administering Our Immigration Laws 

e Mission 4: Safeguarding and Securing Cyberspace 

e Mission 5: Ensuring Resilience to Disasters 

e Mission 6: Providing Essential Support to National and Economic 
Security 
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The budget requests from the USCG, Customs and Border Protection, and 
Immigration and Customs Enforcement (ICE) contain requests for similar maritime 
capabilities, which may result in underfunding certain programs that may degrade the 
agency’s ability to execute the department’s missions, and ultimately, the President’s 


Maritime Security Strategy. 


The redundancy and blurred roles and responsibility is also evident in Annex D of 
the BUR, which is supposed to list the “Alignment of Major DHS Programs to Homeland 
Security Missions.’ Within this Annex, CBP and USCG have redundant program 
activities and major acquisition and investments in the maritime border mission area. For 
example, under ‘programmatic activity’, CBP lists ‘Air and Marine’, while the USCG list 
includes “Drug Interdiction’ and ‘Migrant Interdictions’. Additionally, multiple aviation 
and small boat acquisition investments are listed in Appendix D for both CBP and USCG 
(U.S. Department of Homeland Security, 2010c, Appendix D). These same assets 
struggle with interoperability and continually attempt to resolve collaboration issues. The 


next chapter discusses these collaboration issues. 


CBP Office of Air and Marine include budget requests for salaries and 
maintenance and procurement of air and marine resources. The missions executed by the 


CBP Office of Air and Marine closely resemble the missions executed by the USCG. 


One of CBP’s FY2012 highlights is a request for $22 million dollars for the 
refurbishment and conversion of two Blackhawk helicopters. Additionally, CBP has 
proposed to reduce the air and marine acquisition program by $48.2 million, which will 
delay acquisitions of new and replacement platforms (U.S. Department of Homeland 


Security, 2011, p. 73). 


Similarly, the USCG FY12 budget includes requests for recapitalization and 
sustainment of surface and air assets (U.S. Department of Homeland Security, 2011, p. 
73). Program reductions include the decommissioning of one 378-ft High Endurance 
Cutter and three 179-ft patrol coastal vessels. The Commandant’s testimony further 


explains the status of aging fleet of USCG cutters and aircraft, and the deterioration of the 
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USCG’s ability to execute maritime security missions without adequate funding for 
replacement and sustainment of maritime resources. The Commandant, Admiral Papp, 
also describes the USCG’s overarching budget priorities. 


e Rebuild the Coast Guard 


e Sustain Front-line Operations 
e Enhance Maritime Incident Prevention and Response 
e Support Military Families 


These budget priorities, especially the first two, emphasize the USCG’s need for 


maritime resources to insure sustainment of operations in the maritime domain. 


Finally, taking a step back to the strategic level, the overarching maritime security 
framework, established by the policies and responsibilities outlined in the Homeland 
Security Act of 2002, and the Maritime Transportation Security Act of 2002, do not link 
to the budget process at the department level to ensuring adequate funding is available for 
agencies responsible for executing the new policies or requirements. This disconnect, 
combined with the depressed economic conditions in 2012, emphasize the need for smart 


spending in terms of maritime resources. 
C. LOGISTIC AND MAINTENANCE SUSTAINMENT 


Aviation training management systems, operations management systems, safety 
management systems, and law enforcement case managements systems are examples of 
interoperable systems within the DHS. The USCG and CBP utilize completely separate 
IT systems to manage and facilitate aviation logistic and maintenance reports, such as 
inventory control, maintenance man hours, contractor training, and asset operational 
status, to name a few. In 2010, CBP and the USCG were tasked with developing a joint 
strategy to achieve compatible or unified aviation information management systems 
(Customs and Border Protection Office of Air and Marine, 2010). The report signed by 
the Deputy Commissioner of CBP highlighted the complexity of integrating legacy 


systems, and proposed a phased approach that would involve data management and 
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infrastructure upgrades. Most importantly, he explained that an interoperable information 
system would only work if common operations are developed and common mission 


support processes are implemented. 


Additional research is required in this area. This initiative is more mature than any 
other logistic initiates that exist within the DHS, and is presented in this thesis to 
demonstrate the complexity and importance of alignment between agencies in future 


acquisitions and planning. 


The next section focuses on overlapping maritime authorities and capabilities that 
exist in the DHS. Unlike the previous sections that identified specific weaknesses, the 
following challenges offer opportunity because an abundance of capability exists within 
the DHS, and can be utilized more effectively. The DHS has an opportunity to identify, 
select, consolidate and enhance the best practices among its maritime agencies, while 
eliminating unnecessary practices, and ultimately, improving the DHS’ overall maritime 


security posture. 
D. MARITIME LAW ENFORCEMENT AUTHORITIES WITHIN THE DHS 


The law enforcement authorities granted to the USCG, CBP and ICE are listed 
under separate U.S. Codes, but in terms of the actual execution of a boarding at sea, their 
authorities are remarkably similar. For example, the authority to search, seize and arrest 
is granted to CG, CBP and ICE as follows. 


° 14 U.S.C. § 89(a) authorizes the USCG to make inquiries, examinations, 
inspections, searches, seizures, and arrests upon the high seas and waters 
over which the United States has jurisdiction, for the prevention, 
detection, and suppression of violations of laws of the United States 


e 19 U.S.C. §1581 authorizes CBP and ICE officers to board any vessel 
within customs waters and examine the manifest and other documents and 
papers, and examine, inspect, and search the vessel and every part thereof 
and any person, trunk, package, or cargo on board, and may stop any 
vessel and use all necessary force to compel compliance 


° 19 U.S.C. §1589a 1589a and § 1595 authorizes CBP officers to make 
arrests with or without a warrant, and conduct searches and seizures 
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Recent operations in the Florida Straits illustrate the problems that arise under the 
current constructs. The USCG has specific tactics, techniques and procedures for 
interdicting vessels at sea, has been using a strict use of force policy, and will shoot the 
engines of a vessel to compel compliance if the vessel poses a threat to the United States. 
The USCG has developed standardized techniques and procedures under strict adherence 
to MTSA and other applicable laws. In 1998, the USCG began an Airborne Use of Force 
(AUF) program, and created the Helicopter Interdiction Tactical Squadron (HITRON), to 
conduct drug interdiction missions. During the summer of 2010, CBP also began using 
disabling fire from its helicopters; however, its techniques, tactics and procedures were 
not standard across the agency, or socialized with the USCG surface assets operating in 
the same area. Ultimately, in addition to collaboration among all maritime players, the 
DHS should have oversight of the development and implementation of tactics, techniques 


and procedures that support its missions. 


Ultimately, the USCG, CBP and ICE share similar boarding authorities, and 
pending the President’s declaration of customs waters, each agency has the authority to 
board, search and seize a vessel, or vessels, or persons on the subject vessel that threaten 
U.S. national security. The overlap in boarding capabilities is only one example of a 
redundant authority. The USCG and CBP also maintain unique authorities that the other 
agency cannot duplicate or perform. For example, the MTSA of 2002 designated the 
USCG as the lead federal agency for the maritime transportations systems, and CBP is 


the lead federal agency for cargo and container security. 


A unique authority the USCG maintains is Title 10 authority, which authorizes 
the use of USCG assets in the support of defense missions in the maritime domain. 
Additionally, when directed by the Secretary of Defense and the Secretary of Homeland 
Security, the USCG can operate under the USN in support of a Combatant Commander 
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for a defense mission, and vice versa, the USN may be directed to transfer forces to 
operate under the USCG Defense Force Commander during a maritime security 


incident.4 


The DHS has all the authorities necessary to execute the missions and objectives 
in the President’s national strategies and supporting plans. The weakness in this particular 
topic is not the actual authorities, but rather the failure of the DHS to assign specific roles 
and responsibilities that would maximize each agency’s ability to exercise its authorities 


in support of the national strategy. 
E. MARITIME CAPABILITIES AND RESOURCES WITHIN THE DHS 


Similarly, the redundant capabilities and resources that exist between the USCG 
and CBP offer opportunity to the DHS; however, the duplication of effort, or inability to 


support a program due to competing budgets fully, illustrates a weakness. 


The U.S. Government’s attention to maritime threats is evident in the myriad of 
strategy documents; however, in their current form, the President’s National Strategy for 
Maritime Security does not clearly articulate the capabilities required to respond to 
various threats. Subsequently, agencies within the DHS have developed their individual 
assessments to maritime threats and implemented acquisition strategies and operational 
and tactical capabilities deemed necessary to fulfill their role in executing National 
strategy objectives. Additionally, at the tactical level, significant overlap and potential for 
injury exists due to different tactics, techniques and procedures executed on scene. Also, 
since each agency within the department is allocating limited funding for individual 
programs, some resources are spread thin. Currently, the USCG and CBP operate in the 
same maritime areas and share similar authorities; however, they operate under separate 
command structures, utilize different equipment, and execute different tactics and 


procedures than one another (Government Accountability Office, 2005). 


4 The MOA between DoD and DHS for DoD Support to the USCG for Maritime Homeland Security 
establishes an operational construct for DoD support to maritime security missions under the authority and 
control of DHS, when exercised through the USCG. Similarly, the MOA between the DoD and the DHS 
for the Inclusion of the USCG in Support of Maritime Homeland Defense establishes the construct for 
USCG support to DoD maritime homeland defense operations. 
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Following the attacks on 9/11 and the implementation of the Presidential and 
Congressional act discussed earlier, a significant amount of money was provided 
throughout the federal government to support of homeland security missions. 
Consequently, the USCG and CBP continued to enhance their respective maritime 
capabilities within their own acquisition framework and platform sustainment programs. 
A general synopsis of maritime assets of the CG and CBP are summarized below. These 
lists demonstrate the duplication that exists within the DSH. Duplication can offer ‘surge’ 
capability; however, the next section in this chapter discusses the interoperability 
challenges between the USCG and CBP, and the parallel planning and acquisition 
projects that have resulted in independent maritime programs designed to fulfill the some 
national objective. 


e Basic List of United States Coast Guard Maritime Assets (U.S. Coast 
Guard, 2011) 


e 48 Fixed Wing Aircraft 
e 143 Rotary Wing Aircraft 
e 95 Vessels 12’ to 64’ in length 


e 189 Vessels 65’ or greater 
e 2 Dive Lockers w/ 3 Dive Teams Each 
e 18 Canine Explosive Detection Teams 
e 11 Maritime Safety and Security Teams 
e 18 Law Enforcement Detachment Teams 
e 1 Maritime Security Response Team 
e Basic List of United States Customs and Border Protection Maritime 


Assets (U.S. Customs and Border Protection, 201 1b) 
e 121 Fixed Wing Aircraft 
e 147 Rotary Wing Aircraft 
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e 6 Unmanned Aviation Systems (2 employed over the ocean) (U.S. 
Customs and Border Protection, 2011a)° 


° 260 Watercraft 


e 1,500 Canine Teams 


The basic list of capabilities and resources maintained by the USCG and CBP 
highlight the areas of redundancy and duplication within the DHS. Despite adherence to 
the same national guidance, each agency has taken initiatives to enhance their maritime 
capabilities, develop independent doctrine and employ resources in support of national 
policies in the maritime domain. For example, due to the broadly assigned missions in the 
national strategy, (i.e., “...preventing hostile or illegal act with in the maritime domain) 
(The National Security Strategy, 2005, p. ii), USCG and CBP each identified the need for 
a maritime patrols using fixed wing assets. As a result of developing and implementing 
separate and uncoordinated plans, CBP has expanded its mission to include the need for 
far reaching maritime surveillance capabilities, in addition to their ongoing presence on 
the terrestrial border and airports of entry. Meanwhile, the USCG has continued to 
maintain its fleet of fixed wing assets, as well as develop and implement a plan to 
purchase and employ a new maritime patrol aircraft. Ultimately, both agencies employ 
aviation resources in the same operational areas. Additionally, these assets operate out of 
separate facilities, and report through separate operational centers for command and 


control cadre and operational tasking. 


F. COAST GUARD AND CUSTOMS BORDER PROTECTION VESSEL AND 
AVIATION FACILITIES IN CLOSE PROXIMITY 


The USCG and CBP maintain separate headquarter and operational facilities 
throughout the United States. Many of the small boat facilities and aviation facilities are 
in close proximity, and present opportunities for co-location and cost savings. For 


example, Coast Guard Air Station Borinquen and Customs Border Protection Office and 


5 Within CBP, the bulk of aviation and marine assets that execute law enforcement in the maritime 
domain fall under the OAM. As of a 2011 CBP fact sheet, this segment within CBP maintains 270 aircraft 
and 280 marine vessels, which operate from 80 locations throughout the United States. OAM‘s aviation 
fleet also includes UAS. OAM pioneered the employment of the Predator B UAS for six years, and recently 
launched a marine variant called the Guardian, which carries a broad-area sea-search radar with long range 
detection and tracking capabilities. 
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Air Marine Branch are in close proximity, and operate out of Rafael Hernandez Airport 
located in Aguadilla, Puerto Rico. Each agency maintains a separate operations center, 
aircraft hangar facilities, and maintenance processes. Similar situations are found in 


Sacramento, CA; San Diego, CA; Jacksonville, FL; Miami, FL; and Detroit, MI. 


CG and CBP small boats are also located in close proximity throughout the 
United States, for example, in San Juan, Puerto Rico; Fort Lauderdale, FL; Gulfport, MS; 


and Panama City, FL, to name a few. 
G. SUMMARY 


The DHS internal review publications, including the QHSR and BUR, were 
written to identify areas of inefficiency and insure that programs within the department 
are aligned with the department’s mission and objectives. Fortunately, the weaknesses in 
the maritime security system predominately reside within the department. Theoretically, 
then the Secretary has ultimate discretion on agency priorities and funding allocations for 
specific programs. The weaknesses discussed in this chapter, namely, budgetary issues, 
logistics and duplicative authorities, capabilities, and resources, can be addressed and 


improved upon within the department itself. 


The next chapter reviews multiple initiatives that senior and operational leaders 


have attempted to improve interoperability issues that exist among maritime stakeholders. 
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IV. RECOGNIZING/EMBRACING THE NEED FOR 
COLLABORATION 


The Commandant of the USCG, Commissioner of CBP, and the Director of ICE, 
in their present and past organizational forms, have a history of collaborative efforts 
aimed to resolve issues surrounding their agency’s overlapping jurisdictions, authorities 
and capabilities in the maritime domain. Collaborative efforts date back to 1978, when 
the U.S. Customs Service and USCG signed an agreement to coordinate maritime 
enforcement activities (U.S. Department of Homeland Security, 2009). Most importantly, 
since their transition to the DHS, as individual agencies, and as partners, they have 
published statements and strategic documents aimed at increasing collaboration between 
the agencies. This section reviews key collaborative efforts, and evaluates their strengths 
and weaknesses in terms of their efficiency and effectiveness in executing the President’s 


and the DHS’ maritime strategy missions. 


Currently, the most significant overlap in maritime capabilities exists between the 
USCG and CBP. Both of these agencies conduct additional missions that extend beyond 
maritime interception operations. For example, the UCSG enforces marine licensing and 
maritime environmental and fishery laws, while CBP enforces border security throughout 
the United States and its terrestrial borders. Each agency has distinct lines of operations 
in most areas. Yet, maritime interdiction capabilities and authorities are shared between 
the agencies, which result in duplication of patrols, parallel acquisition projects to 
purchase resources, lack of standardization among assets and communication networks, 


and separate lines of command and control. 


Following the Homeland Security Act of 2002, the next major organizational 
change that influenced the nation’s ability to execute maritime security occurred in 2004, 
when all aviation and personnel within ICE were transferred to CBP under the a new 
branch called “The Office of Air and Marine Operations Customs and Border 


Protection,” which subsequently, consolidated all aviation and personnel under one 
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aviation program, called “CBP Air.” The goal of this reorganization was to enable CBP 
to collectively support and conduct border and homeland security mission more 


effectively. 


Small initiatives were successfully enacted throughout the United States that 
addressed some of the gaps and redundancies that existed within the department. For 
example, in December 2004, the Commandant of the USCG and the Commissioner of 
CBP signed a MOA regarding the detention of high-risk crewmembers (U.S. Customs 
and Border Protection and U.S. Coast Guard, 2005). The intent of the MOA was to 
provide consistent, nationwide guidance with regard to preventing high-risk detain-on- 
board crewmembers from leaving their vessel and illegally entering the United States. 
This initiative was executed in Fernandina, Jacksonville and Port Canaveral port 


communities. 


The GAO and the Congressional Research Service (CRS) have published a 
handful of reports that identify the need for coordination in the maritime domain. For 
example, the GAO published a report in August 2005 entitled, Border Security, 
Opportunities to Increase Coordination of Air and Marine Assets (Government 
Accountability Office, 2005). Additional evidence indicates that collaboration between 
USCG and CBP leadership significantly increased in 2005, and has continued through 
today. Collaborative efforts that began at specific ports, or had an East or West Coast 
focus group, eventually expanded to include efforts to collaborate across all functional 


areas that involved the maritime domain. 


The Security and Accountability for Every Port Act of 2006 (SAFE Port Act), 
was followed by the enactment of 46 U.S.C. § 70107A, which directed the Secretary of 
Homeland Security to establish interagency operational centers for port security at all 
high-priority ports, not later than three years after the date of the enactment of the SAFE 
Port Act. This code validates the need for interagency coordination, and specifically 
identifies the key participants in this endeavor, to include: the USCG, CBP, ICE, the 
DOJ, DoD, and other federal agencies, state and local law enforcement or port security 


personnel, in addition to members of the Area Maritime Security Committee, and other 
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public and private sector stakeholders that would be adversely affected by a 
transportation security incident or transportation disruption (U.S. House of 


Representatives. Office of the Law Revision Counsel, 2010). 
A. SENIOR GUIDANCE TEAM 


In mid-2006, the Commandant of the USCG and the Commissioner of CBP 
signed a charter that established a UCBP and USCG Senior Guidance Team. The charter 
represents each agency’s commitment for “One team,” One-Fight” towards national 
security.© Executive leaders from both organizations and ICE continue to meet quarterly 


and have established working groups in the following areas.’ 


e DHS Maritime Operations Coordination Working Group 
e Joint Training Working Group 

e Joint Logistics Working Group 

e Interagency Operations Center Working Group 


e Small Vessel Strategy Working Group 
e Littoral Strategy Working Group 
e Maritime Intelligence & Targeting Working Group 


The Senior Guidance Team has directed a handful of initiatives that aim to 
increase operational effectiveness in the maritime domain. They have directed studies, 
such as the feasibility of co-locating air facilities that exist in close proximity. Most 
recently, the Senior Guidance Team published the DHS Maritime Operations 
Coordination Plan. This plan is designed to ensure operational coordination, planning, 
information sharing, intelligence integration, and response activities and facilitate the 


promulgation of the DHS Small Vessel Security Implementation Plan. The Maritime 


© The SGT Charter was signed by Commissioner Ralph Basham on June 15, 2006, and Commandant 
Thad Allen on July 5, 2006. The charter included a list of workgroup topics; however, the actual working 
group committees were developed as the SGT has evolved. 


7 The current list of workgroups have evolved since the original charter, which identified the following 
initial workgroups: Planning and Preparedness, Policy and Standards, Joint Operations, Logistics & 
Maintenance, Training, Procurement and Acquisition, Command, Control, Communications, Computers 
and Information, and Intelligence. 
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Operations Coordination (MOC) plan is discussed below, and represents another attempt 
to implement the unfunded requirement set forth in the MTSA for the creation of IOCs, 


or Interagency Operations Centers. 
B. MARITIME OPERATIONS COORDINATION PLAN 


As a result of the Senior Guidance Team and the DHS Maritime Operations 
Coordination Group, the MOC plan was published in June 2011, and signed by USCG 
Commandant, Admiral Robert Papp, CBP Commissioner, Alan D. Bersin, and ICE 
Director, John Morton. The MOC plan is designed to establish “the Department of 
Homeland Security’s cross-component plan for maritime operational coordination, 
planning, information sharing intelligence integration and response activities for an 
efficient, effective, and coordinated Departmental response to threats against the United 
States” (U.S. Customs and Border Protection and U.S. Coast Guard, 2011). The MOC 
plan directs the establishment of regional coordination centers, referred to as “Regional 
Coordinating Mechanism” (ReCoM), at specified regions throughout the United States. 
The plan acknowledges the need for information sharing and synchronization of 
operations of federal, state and local entities in the maritime domain. The MOC plan was 
also developed with a focus on supporting the Small Vessel Security Strategy.’ The MOC 
plan aims to close gaps in maritime domain awareness utilizing existing authorities of 
each participant and existing command and control infrastructures, while balancing 


limited resources. 
Cc. MARITIME OPERATIONAL THREAT RESPONSE 


The MOTR (Maritime Operational Threat Response) process delineates the ‘lead 
federal agency’ for events that occur in the maritime environment that pose a threat to the 
U.S. national security. This process coordinates the government’s response, but it does 


not address capabilities—‘“Maritime Operational Threat Response Plan aims for 





8 The DHS published The Small Vessel Security Strategy in April 2008 to provide a framework for 
federal, state, local and tribal authorities, international partners, private industry and recreational users of 
the waterways to work together towards reducing the potential exploitation of small boats in conducting 
terrorist attacks. 
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coordinated U.S. Government response to threats against the United States and its 
interests in the maritime domain by establishing roles and responsibilities that enable the 
government to respond quickly and decisively” (U.S. Department of Homeland Security, 


2005b). 


In June 2011, the DHS responded to a GAO report entitled, Homeland Defense: 
Actions Needed to Improve DoD Planning and Coordination for Maritime Operations 
(Government Accountability Office, 2011). The response explains that the USCG and 
CBP are responsible for ensuring the protection of the homeland from threats in the 
maritime domain. It continues to articulate the role of the Global MOTR Coordination 
Center, which is led by a Coast Guard senior executive. The MOTR process provides a 
forum for stakeholders to share information and coordinate appropriate responses to 
ensure protection of the homeland from threats in the maritime domain. Also, the 
Commandant of the USCG is designated the DHS Executive Agent for MDA, and a 
senior USCG civilian employee serves as the Chair of the National MDA NMCO, which 
facilitate the creation of a collaborative global, maritime, information sharing 


environment through unity of effort across various entities with maritime interests. 


A handful of specific threats are specifically addressed in this plan, and the roles 
and responsibilities of the DHS, DOJ and DoD are clear. For example, if a weapon of 
mass destruction (WMD) were detected transiting the maritime domain enroute to the 
United States, the DoD maintains authorities under international law, and capabilities 
within the defense arsenal to render the weapon safe. During other “maritime security’ 
events that do not meet the ‘defense’ threshold, the DHS and DOJ may be tasked to plan 
and execute an appropriate response. Normally, the specific agency or department 
identified to lead the response is based on authorities and U.S. Government desired end 


state. 


D. INTERAGENCY OPERATIONAL CENTERS 


The USCG initiated an acquisition project designed to fulfill the requirement set 
forth in 46 U.S.C. § 70107A, or the establishment of interagency operational centers for 
port security at all high-priority ports. The IOC implementation plan includes using 
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existing CG Sector Command Centers as the location for development. IOCs have been 
established in ports including Charleston, Puget Sound, San Diego, Boston, and 
Jacksonville. In addition, IOCs incorporate the “Watch Keeper’ web-based information 
management system, which is scheduled to be fully operational at 17 IOCs across the 


United States by the end of CY11 (Johnson, 2011). 


Due to a lack funding in the DHS budget for IOC implementation, the Senior 
Guidance Team recently initiated an “IOC Workgroup.” On June 21, 2011, the 
workgroup prepared a DHS Management Directive for the signature of the DHS 
Secretary to renew the emphasis of the department’s commitment to the establishment of 
DHS IOCs for port security. The recently published MOC plan is a result of this 
workgroup. Essentially, the MOC plan will revitalize the IOC initiatives, although the 


plan does not address funding. 


Similar to IOCs, and the MOC concept, Joint Harbor Operations Centers (JHOC) 
are also scattered throughout the United States, but the term is used interchangeable with 
MOC and IOC. The JHOC in the port of San Diego, CA, for example, is a joint maritime 
command and control center with the USCG, Border Patrol, OAM, USN, San Diego 
Harbor Police and California National Guard personnel, colocated in one facility. The 
San Diego JHOC is also colocated in the CG Sector San Diego, and will be the location 
of the ReCOM in accordance with the recently published MOC plan. The Sea Hawk 
Operations Center located at the Port of Charleston, SC, is another example of an IOC or 


JHOC. 


E. AIR AND MARINE OPERATIONS CENTER 


Similar the IOC concept, CBP has initiated efforts to include CG personnel in its 
Air and Marine Operations Centers (AMOCs). Historically, the AMOCs provide a 
picture of the air environment in the United States, and monitors the violation of U.S. 
airspace, tracks potentially dangerous aircraft, and coordinates and expedites the 


appropriate operational response. In accordance with the MOC plan, AMOCs will 
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provide 24-hour situational awareness of the air and maritime domains. Beyond sharing 
information, AMOC has no authority to task, direct or control operations at the regional 


level. 


The AMOC in Riverside, CA is established as a DHS Center of Excellence. It 
links FAA, DoD, and Aerostat radar feeds to detect, sort, and monitor suspect air and 
marine tracks of interest (Office of Customs and Border Protection Air and Marine, 
2008). Unfortunately, the AMOC is not designed to direct operational tasking. Its 
primary purpose is to monitor the airspace and provide information to assets assigned to 


respond. 
F. COASTWATCH 


Extending beyond the ports, the USCG and CBP have joined efforts in identifying 
vessels of interest that may raise national security concerns through a process called 
‘Coastwatch’. The Coast Guard Intelligence Coordination Center (CG ICC) and CBP’s 
National Targeting Center utilize CBP’s Automated Targeting Passenger System (ATP- 
S) to screen inbound vessels, crew, passenger, cargo and share relevant information to the 
Federal Bureau of Investigation (FBI), and National Counterterrorism Center (NCTC). 
Coastwatch is effective, and has proved to be a successful program implemented and 


maintained by the CG ICC. 
G. SAN DIEGO MARITIME UNIFIED COMMAND 


Although it is not clear which title preceded what is now referred to as the San 
Diego Maritime Unified Command, this command, however, is a successful example of 
interagency and national cooperation. CG Sector San Diego Command Center hosts a 
joint maritime command and control center with the USCG, Border Patrol, OAM, USN, 
San Diego Harbor Police, and California National Guard personnel co-located in one 
facility. Partners include CBP, ICE, and the DoD, as well as state and local agencies that 
work in unity to coordinate maritime law enforcement operations including the 
interdiction of the illegal movement of people and drugs across the maritime border. 


Information is integrated into a common operational picture, which is shared by the 
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USCG, the Port of San Diego, U.S. Navy Third Fleet, Navy Region Southwest, Navy 
Fleet Area Control and Surveillance Facility San Diego, and the AMOC.? The San Diego 
MUC charter was initiated and signed by the operational leaders on site who recognized 
the need for coordinating efforts in lieu of duplicating maritime security missions in the 


San Diego region. 
H. JIATF SOUTH 


Joint Interagency Task Force-South (JIATF-S) combines personnel from all five 
branches of the U.S. military, nine different agencies, and 11 partner nations. U.S. 
Government law enforcement agencies include the FBI, CBP, and the Drug Enforcement 
Administration. In addition, liaison officers from Argentina, Brazil, Chile, Colombia, 
Dominican Republic, Ecuador, El Salvador, France, Mexico, the Netherlands, Peru, 
Spain and the United Kingdom join the effort to combat illicit trafficking utilizing four 
essential tactics: detection, monitoring, interdiction and apprehension. JIATF-S is an 
exemplary example of a coordinated, inter-agency mechanism that successfully 
overcomes organizational and cultural differences, and executes a clear mission 


(Munsing & Lamb, 2011). 


The current JIATF-S command structure includes key personnel from various 


agencies. 
Director USCG 
Deputy Director USN 
Vice Director CBP 
POLAD DOS 


Deputy J2 (Intelligence) DEA 
Deputy J3 (Operations) CBP 


OSO OUSD/I 
Watch Floor USCG, CBP 
Joint & Interagency USCG, CBP, DEA 


Team Planners 
Intel Analyst Multiple Interagency 


9 The San Diego MUC coordinated operations contributed directly to the interdiction of 792 
undocumented immigrants and 27,000 lbs of marijuana and cocaine in FY2010. 
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The success of the JIATF-S concept is based on five basic principles: 


1. Obtain a mandate from higher authority 

2 Tailor a holistic solution set to a discrete problem 
3 Know your partners 

4. Acquire resources 

5 Build networks (Munsing & Lamb, 2011). 


These principals can also be applied toward the U.S. Government’s overall 
approach to maritime security. However, in lieu of spending the preponderance of time 
sorting out resources and conflicts within the DHS, the focus would be on integrating the 
other maritime stakeholders into a maritime security strategy built around one maritime 
federal agency with the full spectrum of resources, funding and capabilities to lead 


efficient and effective maritime security operations. 
I. SUMMARY 


Collaboration and interoperability are key to resolving the weaknesses in the 
current U.S. maritime security framework. The multiple collaboration efforts listed in this 
thesis represent the persistent attitude of U.S. strategic and operational leaders in the 
USCG and CBP. Unfortunately, based on repetitive efforts over the past decade, the 
author argues that U.S. federal agencies cannot solve this problem on their own. The 
weaknesses discussed in Chapter III involve complexities beyond an individual agency’s 
control. The Secretary of DHS and Homeland Security Council are the level at which 
these weaknesses can be addressed. A true solution requires sweeping change across the 
DHS that truly consolidates the CG and CBP logistic and operations processes. 
Collaboration among secretaries and all maritime stakeholders will continue to be 
necessary to ensure all equities of the maritime infrastructure are protected. However, the 
U.S. Government could increase the overall effectiveness if the DHS could eliminate the 


dysfunction and interoperability problems that exist within its own department. 


The list of initiatives indicates the multiple attempts to improve interoperability 
between maritime agencies. In totality, this chapter highlights the vast resources at work 


in the U.S. maritime domain everyday, and more importantly, leads toward a vision that 


a7 


would incorporate all maritime resources under one agency, and eliminates the necessity 
of many of repetitive attempts to improve interoperability. The next chapter explores near 
term and long-term strategies that would improve the U.S. Government’s approach to 


maritime security. 
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V. OPPORTUNITIES, CHANGE, AND CHALLENGES WITHIN 
DHS 


The Commandant of the USCG and the Commissioner of CBP recognized the 
interoperability issues that existed between their agencies shortly after they were 
transferred to the DHS. In 2004, the USCG and CBP began efforts to improve 
interoperability by taking small steps, such as exchanging training program ideas and 
purchasing similar small boats. It became clear that underlying processes within the two 
agencies must be similar to have true interoperability at the operational and tactical level. 
Unfortunately, the legacy processes that exist within each agency, such as 
communication architecture, aviation maintenance and acquisition programs, are so 


different, that no easy fix exists to solving all the interoperability problems. 


Fortunately, all of the necessary pieces already exist within the DHS. The 
challenge is determining how to best align the underlying processes, in addition to all 
maritime capabilities, resources and authorities so that the U.S. maritime security system 


can continue to protect this country’s maritime interests for years to come. 
A. CG AND CBP MARITIME SUSTAINABILITY CONCERNS 


The Commandant of the USCG and the Commissioner of CBP have expressed 
concerns about mission execution sustainability during testimonies to Congress. Both 
agencies embraced post 9/11 maritime security initiatives, and developed robust air and 
marine capabilities in support of the Homeland Security Act of 2002, and the Maritime 
Transportation Act of 2002, as well as all the cascading strategies. However, over the 
past few years, leadership from both agencies has expressed concern regarding 
sustainability of maritime assets and facilities. Meanwhile, both agencies recognize the 
need to maintain a layered security posture to protect U.S. maritime interests. The USCG 
and CBP have participated in numerous collaboration efforts, and these have provided a 
short-term solution to underlying challenges that exist within the DHS. Unfortunately, the 
budget reductions across all agencies will continue to impact the level of participation in 


cooperative operations. The lack of participation may not be due to lack of incentive, but 
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rather lack of the ability to fund operational costs. As budget cuts occur at the state and 
local levels, the USCG and CBP will be faced with covering the gaps. These gaps will 


continue to grow unless the USCG and CBP can also reduce their operational costs. 


B. GAPS BETWEEN STRATEGIC GUIDANCE AND ROLES AND 
RESPONSIBILITIES 


A disconnect between national strategy and the roles and responsibilities of 
specific agencies also presents challenges to USCG and CBP leadership. Both agencies 
embraced post 9/11 guidance and invested in assets, personnel, and training programs. 
Without adequate management of this growth from within the DHS, a decade later, these 
heroic efforts have resulted in multiple, duplicative programs and initiatives. To make the 
situation more difficult, the U.S. economy is struggling, and government financing of 
multiple projects is not possible. Additionally, an unspoken, undocumented 
understanding exists that each agency is vigorously holding on to missions and 
capabilities that will ensure they remain relevant. Tradition, politics, and established 
authorities are the underlying framework of this nation’s current conundrum. Under the 
current U.S. construct, i.e., three agencies with overlapping authorities, the need for 
‘collaboration’ will continue to exist. Under these conditions, the DHS Secretary has an 
opportunity to maximize resources and minimize waste by clarifying the roles and 
responsibilities of each of the agencies within her department. For instance, the maritime 
security components of Presidential directives, statutes and acts, international 
agreements, and strategic guidance could easily be directed toward one agency, instead of 
the broad direction it currently provides applies to the department in general, and 


subsequently, both the USCG and CBP. 
C. DHS OPPORTUNITIES 


The “One DHS” concept, Senior Guidance Team, and Bottom-up-Review 
indicate that some momentum within DHS does exist to address some of the 
inefficiencies discussed in this thesis. These initiatives are extremely challenging, and 
therefore should be given the utmost priority and attention. The momentum of these 


initiatives must accelerate, and continue towards a constructive solution; otherwise, these 
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issues will continue to plague the department for years to come, and ultimately, be a 
detriment to the security of this nation. Actually, it is not necessary to create anything 
new in the DHS, but rather, transform the existing resources, capabilities and authorities 
into a smooth, efficient machine. The preponderance of research, i.e., GAO reports, 
MOA’s, Congressional testimonies, indicate a need, and desire, for unification and 


collaboration within the maritime security system. 
D. BUDGET CONSIDERATIONS 


The DHS Secretary testified to Congress that the department’s budget is designed 
to use DHS resources as efficiently and effective as possible, practice strong fiscal 
discipline, reduce redundancy, and eliminate ineffective programs (Testimony of 
Secretary Janet Napolitano, 2011). A simple overview of the FY11 and FY12 DHS 
budget requests indicate significant overlap in requested expenditures for maritime air 
and marine resources. Additionally, specific initiatives mandated in Congressional 
statutes are not funded. For example, the establishment of IOC was not funded in 2010 or 


2011. 


The acquisition laws that impact the USCG and CBP add another obstacle to 
building interoperable resources. This particular topic deserves further study, and perhaps 
a report from the CRS. The USCG has received significant attention concerning the 
Deepwater Integrated System acquisition project; however, an even larger issue is the 
overarching department’s approach to acquisition. For example, the FY12 budget 
identifies similar small boat and aviation expenditures occurring in both the USCG and 
CBP acquisition programs. In terms of efficiency, life cycle costs, standardization, it 
would be more practical to align these efforts under one agency’s acquisition program. 
The ‘one DHS’ should not only include a vision that creates an interoperable fleet of 
personnel, assets, communications and command structure that are interoperable, but it 
should include an acquisition process that allows the agencies within the department to 


align procurement initiatives. 
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Competition for funding and specific resources, for example, Unmanned UAS, 
will force each agency to build a better implementation strategy and increase the value of 
the final product if one agency’s plan is fully funded. Unfortunately, so much overlap 
exists in the type of resources between the USCG and CBP that this competition results 
in underfunding projects and reducing the overall capabilities of the department as a 


whole to execute the President’s strategy. 
E. NEAR TERM 


The San Diego Maritime Unified Command (MUC) and JIATF-S demonstrate 
effective means of unifying multiple maritime agencies and executing maritime security 


efforts. 


The Maritime Unified Command model, an interagency model comparable with 
IOC or JHOC, has proven very effective as long as all relevant federal, state, local, tribal 
and private entities are represented. In addition, the MUC concept is successful in a 
relatively confined region that can manage multiple missions, information flow, and 
resource allocation and manage communications between multiple command authorities 
within the boundaries of the operating area. JIATF South, on the other hand, coordinates 
operations in support of one primary mission in a much larger area that extends beyond 
on one units home base. Also, units that work under the JIATF-S construct technically 
undergo a “Change of Operational Control,’ or ‘CHOP’, which streamlines 


communications between the operational commander and the tactical units. 


Despite multiple Congressional testimonies, and pages of MOAs, and 
disconnected initiatives developed at various levels of government, the most successful 
attempts of collaboration actually occur at the operation and tactical level. Operators at 
the field level want to solve the problem, as evidence by the San Diego MUC. The San 
Diego MUC is the golden example for successfully implementing an integrated maritime 
security strategy, incorporating federal, state, local and tribal resources, capabilities, and 
authorities under one operational concept. Their efforts have succeeded while reiterations 


of the IOC and MOC concepts continue to roll out of senior level meetings. 
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In summary, the status quo, with special recognition of the San Diego MUC and 
the JIATF-S models represent the best near-term solution to employing this country’s 
maritime resources effectively under one maritime security umbrella. Unfortunately, the 
status quo, including blurred roles and responsibilities among individual agencies, in 
addition to reduced budgets, will continue to plague agencies as they attempt to execute 


their assigned missions. 
F. LONG VIEW 


The long-view approach to maritime security requires true consolidation of 
maritime resources and capabilities to reduce the collaboration issues on the federal level, 
and improve the overall federal coordination required with state, local, tribal and private 
entities. Following the consolidation of maritime resources and capabilities, the roles and 
responsibilities regarding maritime security missions must be assigned accordingly, as 


well as linked to strategic objectives and statutes. 


Unique authorities to consider if an agency is faced with forfeiting its maritime 
resources and capabilities to another include the CG’s combination of Title 10 and Title 
14 authorities as a law enforcement, defense, and regulatory agency. Title 10 authorizes 
the USCG to conduct operations in support the DoD, and vice versa.!° Additionally, the 
UCSG is a military organization requiring members to take an oath of duty, and serve at 
the pleasure of the President. Conversely, CBP personnel have an opportunity to join 
bargaining unions and may be restricted from working extended hours during a prolonged 


maritime security event (NTEU). 


Consolidating all maritime capabilities, resources and authorities under one 
agency under the DHS will be plagued with many of the current challenges that CBP and 
the USCG face today, including culture, tradition, legacy training programs, legacy assets 


and maintenance programs. A deliberate, yet phased approach can mitigate these 


10 The MOA between DoD and DHS for DoD Support to the USCG for Maritime Homeland Security 
establishes an operational construct for DoD support to maritime security missions under the authority and 
control of DHS, when exercised through the USCG. Similarly, the MOA between the DoD and the DHS 
for the Inclusion of the USCG in Support of Maritime Homeland Defense establishes the construct for 
USCG support to DoD maritime homeland defense operations. 
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concerns. Similar to the SGT work group focus items, these issues must be addressed 
individually, and carefully. For example, both agencies maintain legacy training 
programs and equipment. As these individual systems become obsolete, the DHS should 
have a framework established that will allow innovation, as well as incorporate 


interoperability between all processes and systems. 


The United States, specifically through agencies consolidated within the DHS, 
maintains extensive maritime resources, capabilities, and authorities conducted each day 
by thousands of professional men and women. Perhaps not surprisingly, their efforts are 
complicated by persistent departmental struggles with coordination and collaboration 


across strategic, operational and tactical levels. 


The overarching challenge is to connect strategic level guidance with the tactical 
deployment of resources and execution of maritime security missions. Recently, the 
department’s Senior Guidance Team (SGT) has adopted many of the issues underlying a 
much needed reform of maritime efforts. This thesis argues that actions required to be 
taken at the at the SGT level and higher involve fundamental issues resulting from the 
complexity of the mission and the overlapping authorities that exist within the 
department, and to a growing redundancy of effort as various agencies took independent 


initiatives they deemed necessary to meet potential maritime risks. 


While much of the future effort should involve a thorough examination, 
deconfliction and simplification of the strategies and operational plans that pile high and 
produce a dizzying kaleidoscope of directions, authorities, and stakeholders, senior 
leadership also needs to face the challenges of consolidating command structures to 
administer maritime security resources and capabilities, and future procurement of 
resources and capabilities. Arguably, the dual authority of the USCG to conduct law 
enforcement and Title 10 defense missions offers the greatest flexibility and surge 
capacity for the full spectrum of threats in the maritime domain. In the short term, the 
formation of unified commands in key regions will improve the organization of the vast 
range of maritime equipment and operations that, in particular, the USCG and CBP 


currently conduct. In the long term, DHS maritime efforts would benefit from 
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consolidating maritime resources and capabilities, clarifying appropriate division of labor 
of roles and responsibilities, generating a standardized procurement process, and 


configuring a department wide management program. 


This thesis implicates the quality of current strategic documents maintained 
throughout the levels of the government in diagnosing gaps between broader strategic 
goals and tactical operations. Near and long-term recommendations should focus on the 
sufficiency and efficacy of various capabilities and overlapping activities. Many of the 
reforms have been or could be assessed through rigorous assessments. Yet, other sources 
of needed change should also incorporate the realities of less quantifiable interests, 
including tradition and politics. For example, efforts to consolidate stations by colocating 
USCG and CBP operations are almost certainly to be perceived as a reduction in public 
safety in particular Congressional and state jurisdictions. Under anticipated budget 
pressures, however, some bases will be closed or relocated. These moments should be 
opportunities to rethink and revise the alignment of assets, responsibilities, and financial 


means with broader strategic goals and organizational activities. 


The United States has a long and successful history in maritime activities. In 
recent years, it has witnessed extraordinary maritime capabilities in the private and 
federal sectors. U.S. maritime capabilities have expanded from enforcing fishing 
regulations along the Aleutian Islands, to interdicting ‘go-fast’ and semi-submersible 
vessels attempting to bring illegal substances onto the U.S. mainland, to conducting 
piracy operations off the Horn of Africa. The U.S. economy and way of life is tied to U.S. 
access to resources and, thus, tied to the maritime transportation system. American are 
fortunate to have access to three oceans from its own shorelines. However, as with any 
valuable commodity, this precious resource requires protection. The USCG and CBP 
have led significant advancements in the security of the U.S. maritime domain. This 
thesis challenges the current construct of maritime capabilities within the DHS and 
recommends that the department evaluate and redesign the maritime security system. 
Interoperability challenges will continue to exist between state, local and private entities, 
but the overall DHS approach will be solid and consistent. The events of 9/11 resulted in 


major reforms within the government, and significantly influenced the growth of USCG 
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and CBP maritime security missions. The United States cannot wait for another tragic 
event to correct this nation’s current problems. The maritime security system must 
continue to evolve towards a cohesive and operationally effective system. The DHS holds 
the ingredients to the solution, and strong and courageous leadership holds the 


ingredients to overcome the challenges faced when executing the right solution. 
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